docker install
https://docs.docker.com/engine/install/

https://docs.docker.com/engine/install/centos/

https://docs.docker.com/engine/install/ubuntu/




ZElo| 9] Hat

- FreeBSD 9] jail

- Solaris 9] zone

- Linux 9] LXC(namespace: ZEMNAS Al If AL 2|AAS Fe|oiM P -+ AT =9

F= 7l < cgroups: AHEEY 2 2 1LA)

Git reposnory -> EQEE -> Docker registry -> Docker image Th2ZE -> Z1g|o|{ Al3sH

Docker registry : Docker image?] AXFA
Container : Docker image S A3HsIHY = AISE7b=st Aej2 ABASH]
Docker image: application A3§of @ Qst vto|2ig], 2tojBaj2|7} mj7|]E uty

At3 AFEE]= docker HE o
docker pull httpd - th22E 9& repository £45 AKX ¢¥owH 7|EXO 2 docker hub oA &= E.

[vagrant@serverl work]$ docker pull httpd

Using default tag: latest

latest: Pulling from library/httpd
13808c22b287: Pull complete

629a8835eaed: Pull complete

4f4fb708ef54: Pull complete

b927de@ldb7@: Pull complete

559¢cc51378ed: Pull complete

d2b@91le6516@: Pull complete

Digest: shal256:18758felfel3988ec@d7bbdf8f@bbbd@ctede7c996248aacdealiteci7eb2428bdl
S5tatus: Downloaded newer image for httpd:latest
docker.io/library/httpd: latest

docker image ls == docker images

[vagrant@serverl work]$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
httpd latest fa@e899flceod 5 days ago 148MB
hello latest afB848c99cfl7 13 months ago 2.33MB

docker run httpd : FE|o] AlY

[vagrant@serverl work]$ docker run httpd
AH@@558: httpd: Could not reliably determine the server's fully qualified domain name, using 172.17.8.2. Set the 'Server

essage
AHe@558: httpd: Could not reliably determine the server's fully qualified domain name, using 172.17.8.2. Set the ‘'Server

essage
[Thu Apr 11 86:13:50.699781 2024] [mpm_event:notice] [pid 1l:tid 148418659420832] AHE8489: Apache/2.4.59 (Unix) configured
[Thu Apr 11 @6:13:50.780803 2024] [core:notice] [pid 1:tid 148418659428032] AHE®894: Command line: 'httpd -D FOREGROUND'

docker run -d httpd : ZAgo]UE W2t 2 AlSH
[vagrant@serverl work]$ docker run -d httpd

27841c78543998d3587b9d31f@lcdlc233FfBbelaBda77ccccbffc@B82145b9cS




docker [container] ps : Asi%9l 70|l &£

[vagrant@serverl work]$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
27841785439 httpd "httpd-foreground" About a minute ago Up About a minute 8@/tcp sill

docker [container| ps -a : 3TH A o|H7t 7HX] AR &3

[vagrant@serverl work]$ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
27841c705439 httpd "httpd-foreground" 3 minutes ago Up 3 minutes 88/tcp 5illy pike

edc9@34f@7fe httpd "httpd-foreground” 4 minutes ago Exited (@) 3 minutes ago jovial_chaum
e66eadcdbe90 hello "/hello" 13 months ago Exited (@) 13 months ago upbeat_swartz

docker run -d --name centos8 centos:8

[vagrant@serverl work]$ docker run -d --name centos8 centos:8

Unable to find image 'centos:8" locally

8: Pulling from library/centos

ald@c?7532777: Pull complete

Digest: sha256:a27fd8888b517143cbbbabSdfb7c8571c48d67d534bbdee55bdecd4731432b177
Status: Downloaded newer image for centos:8
519934af57e6413182862fd28dc2d9e®29814dccSTbBe3cc749al56932aed83d

ONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
27841c785439 httpd "httpd-foreground” 7 minutes ago Up 7 minutes 8@/tcp silly_pike
[vagrant@serverl work]$ docker ps -a
IMAGE COMMAND CREATED STATUS PORTS NAMES
centos:8 "/bin/bash" 2 minutes Exited (9) 2 minutes ago centosB8
httpd "httpd-foreground” 7 minutes Up 7 minutes 8@/ /tcp silly_pike
httpd "httpd-foreground” 8 minutes Exited (@) 7 minutes ageo jovial_chaum
hello "/hello"™ 13 months Exited (®) 13 months ago beat swartz

shell & sl Aol -it 40| BagUc,

docker run -d name centos8-2 -it centos8

vagrant@serverl work]$% docker run -d --name centos8-2 -it centos:8
112669dfe@d3c76e877820a4f1lbfb28080caa5d35e871ee33a6elaB8b331e@8895

[vagrant@serverl work]$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS NAMES
112669dfe@d3 centos:8 "/bin/bash" 9 seconds ago Up 8 seconds centos8-2
27841c705439 httpd "httpd-foreground” 11 minutes ago Up 11 minutes 5illy_pike

docker exec centos8 /bin/cal : ZIgo]Jy| W] cal AlsH

[vagrant@serverl work]$ docker run -d --name centos8-2 -it centos:8
12669dfe@d3c76e877820ad4f1lbfb208@caa5d95e@71ee33a6ela8b331e08855

[vagrant@serverl work]$ docker ps

ONTAINER ID IMAGE COMMAND CREATED STATUS NAMES
12669dfe@d3 centos: 8B "/bin/bash" 9 seconds ago Up 8 seconds centos8-2
7841c785439 httpd "httpd-foreground" 11 minutes ago Up 11 minutes silly_pike

docker exec -it centos8 /bin/bash ; ZIgoJy WHE =2 RIAstA =t

[vagrant@serverl work]$ docker exec -it centos8-2 /bin/bash
[ root@112669dfe@d3 /]# hostname

112669dfe@d3
[root@l12669dfe0d3 /1# |




container ArA|
docker [container] rm centos8-2

[vagrant@serverl work]$ docker rm centos8-2
Error response from daemon: You cannot remove a running container 112669dfe@d3c76e877828adf1l
bfb2080caa5d95e@71lee33a6ela8b331e0B895. S5top the container before attempting removal or forc

remove

AR SH2 HAsHoF g

(o2 ZTshx] o1 A2 AMA|I5HI ™ docker [container] rm -f centos8-2)

docker [container] stop centos8-2

[vagrant@serverl work]$ docker stop centos8-2

entos8-2
[vagrant@serverl work]$ docker ps
ONTAINER ID IMAGE COMMAND
27841c785439 httpd "httpd-foreground"
[vagrant@serverl work]$ docker ps -a

IMAGE COMMAND

centos:8 "fbin/bash"
centosB-2
519934af57e6
centos8
27841c705439
silly_pike
edc9834f@7fe
jovial_chaum
e6beadcdbed@
upbeat_swartz

centos: 8 "fbin/bash"

httpd "httpd-foreground"

httpd "httpd-foreground"

helleo "fhello"

[vagrant@serverl work]$ docker rm centosB8-2

entos8-2
[vagrant@serverl work]$ docker ps -a
ONTAINER ID IMAGE COMMAND
NAMES
19934af57eb
centos8
27841c785439
silly_pike
edc9034f@7fe
jovial_chaum
e6beadcdbe9@
upbeat_swartz
[vagrant@serverl work]$ I

centos: 8 "fbin/bash"

httpd "httpd-foreground”

httpd "httpd-foreground”

hello "/hello"

- ZIEjolY id ¥ EATLE Ik,

CREATED
23 minutes ago

CREATED

42 seconds ago
19 minutes ago
24 minutes ago
25 minutes ago

13 months ago

CREATED

19 minutes ago
24 minutes ago
26 minutes ago

13 months ago

[vagrant@serverl work]$ docker container ps -q

27841c705439
[vagrant@serverl
5199534af57eb
27841c705439
edc9e34fe7fe
e66eadcdbe9@

work]$ docker ps -aq

- o247ie] Aol E ehdo] AR FEsAL AA| st ZAE oY id

STATUS
Up 23 minutes

STATUS
Exited (@) 13
Exited (©) 19
Up 24 minutes
Exited

(e) 24

Exited (@) 13

STATUS
Exited (@) 19
Up 24 minutes
Exited (©) 24

Exited (©) 13

PORTS
8@/tcp

NAMES
silly_pike

PORTS
seconds ago

minutes ago

minutes ago

months ago

minutes ago

minutes ago

months ago

S ARgstH =
docker container stop $(docker ps -q) : A3PF0l Hgo|4 AL Zot
docker container rm $(docker ps -aq) : BE Fgoju] HE AbF|




alias 27 519 PAolZ APl ol ss ek,

$ alias all_container_rm='docker container stop $(docker ps -q) : docker container rm $(docker ps -aq)'
Mz 2790sletE alias & A4AIEsld T AL2Al Eri2lE2] ofzjo] bashre of S=alw it

$ echo "alias all_container_rm='docker container stop $(docker ps -q) : docker container rm $(docker ps
-aq)' >> ~/.bashrc

* N2 27391517} olJH source ~/.bashrc 5 vl2 A8Elct

$ systemct] status docker.service
@® docker.service - Docker Application Container Engine

Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: disabled)

Active: active (running) since Fri 2023-09-01 03:39:39 UTC: 8h ago

Docs: https://docs.docker.com

Main PID: 765 (dockerd)

Tasks: 11

Memory: 325.5M

CGroup: /system.slice/docker.service

L—765 /usr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock

docker daemon ©] Alsi=E mfj oJEIA|Ql containerd AH| A7} AHs-0 =2 227}

*. docker daemon ©] inactive A‘Ejo|™
systemctl start docker
* J2fa S IM A5 2 docker daemon O] Ae§o] H == ST

systemctl enable docker

containerd O] ofell §3Q] ZutoA &4 50| docker daemoni} F&HAC|E =
docker daemon ©] start E]H containerd H|=2 AtzO0 =2 Aldio] =},

$ sudo systemctl list-dependencies docker.service
docker.service

@® |—containerd.service

@® |—docker.socket

@® | —system.slice

YA Hre g docker HHOE AFT4 it

$ docker container ps

permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
Get  '"http://%2Fvar%2Frun%2Fdocker.sock/v1.24/containers/json":  dial unix /var/run/docker.sock:
connect: permission denied

$ 1s -1 /var/run/docker.sock

srw-rw----. 1 root docker 0 Sep 1 03:39 /var/run/docker.sock : Hsr=A|=2 Alsists 9}
$ sudo usermod -aG docker vagrant ; vagrant 15of &35t & 3tWH docker.sock o 0—‘]/\1]’\ gra 9lth

M=z 27915tH vagrant A|”Jo] docker BP0l AR Q7 Hot



container vs vm

Containerized Applications

Virtual Machine

Guest
Operating
System

Virtual Machine

Virtual Machine

Guest
Operating
System

Host Operating System

Infrastructure

Infrastructure

container
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docker architecture

Client | Docker Host | Registry ——"
Images ]— Containers
docker run > —=| P —_— NG:MX
& redis @
docker build [ - c e x4 e @

PastgreSC0L

Docker

daemon
dockerpul F=——-—r——9-BP = L e e m e _— e __- - —— = =]

Extensions Ii
JFrog —

& @D

docker daemon(dockerd)
- docker api @72 Aelstil =7oJu]X], ZAH o], YEYF, 25 =7 LEANE

uju

e

=

o},

docker client(docker)

- docker run ¥ Z2 FHPoE =AG N ADste A2 sttt =AY P o= docker apis ARE-SHH
docker desktop

- mac, ms window ®+ 2524 oA A AXD
25 zgsh.

docker registries

- docker image 7} AZFEN = A, 5 TS EE 7Y AMEE S
docker hub of 27915 sfjof gt}

- docker images

=71 ZAgol|& A5t gt A7188 "JEHO|uA].

ZAgoly

- £7] oJux|Q] Aei7lsgt AH.

At £7 grage v U Zetoldle, £ Am

+
5

It} private registrys AR-g8sta{H
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create

Created

|

Deleted

created : Zigo|y 234
running: 70| Al3Y
paused: o] Al3Y UA|FA]
stooped: ZAHo|4 54
deleted: ZAg|o]y] AbA]

1run

pause
Start ﬁ
—
unpause
start Tl stop

docker container lifecycle

Paused



s ~\
Docker daemon | API & other features
_,-— ~\
containerd Container life cycle management
// \\ start | stop | pause | delete etc.
[ shim ) shlm : shim ) ( shim | Enables daemonless containers
L runc ] runc runc | runc ] Container runtime

(Interface to kernel primitives)
‘ H‘H H Running containers

containerd - high level container runtime

&7 o]l

runc - low level container runtime
runc = ZElo]US AT LD o] BUW FREC.
8.2

Every

: ps -ef |grep -i runc Sat Apr 13 ©2:45:36 2024

vagrant 1729
root 4587
root 4595
root 4686

©2:43 pts/2 :00:02 watch -n @.2 ps -ef |grep -i runc

©2:45 ? H =1 H Jusr/bin/containerd-shim-runc-v2 -namespace moby -id f13d@55
@2:45 ? H = H runc --root /var/run/docker/runtime-runc/moby --log /run/con
82:45 ? H=-H runc init

82:45 2 H=1-H watch -n ©.2 ps -ef |grep -i runc

82:45 2 H=I-H sh -c ps -ef |grep -i runc

82:45 2 H=1-H sh -c ps -ef |grep -i runc

vagrant 4624
VET-{-1114 4625
vagrant 4627

DO OEN



docker 3o

docker image AMA]

$ docker rmi docker image ©]&

$ docker rmi httpd:2.4

Untagged: httpd:2.4

Untagged: httpd@sha256:333f7bca9fb72248f301fd2ae4892b86d36cc2fdf4c6aad9a6700f27c8e06daf
Deleted: sha256:76e5ad98b58ec86acd1e38d6ff79761144292113ceceeZ2087b8827¢c12a5fd0bb
Deleted: sha256:5b3e0155029265a480ac5al1426fc212e01b2fd5ecb215e215c76643e6e69efdb
Deleted: sha256:f6cf6f4fc18f2bae60358109213f42a0eacabd47372801b9a605b7e64a83da86
Deleted: sha?256:e255d2b6beSeb525534cdb2bfbf620892736fa9f5b98452d231c5fedca37b40c
Deleted: sha256:fafSbd124eae3a078e2f2478d6a7ac6a’74344724a866a8d94747a862df31b175
$

container A§AJ
$ docker container create -it --name alpine alpine
143451742.c58769a88734088489344ec04e49b2e1144dd8e5e1dbf007919a818

$ docker container ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
14345f742¢58  alpine "/bin/sh" 6 seconds ago Created alpine
$

88 goly A3
$ docker container start -i alpine # start = AX]|%0] ZAH U E A& ©f AHE
/ # ctrl + p.g => containerg £ astA| A2A=2 A2 wpAud

$ docker run -d --name apache httpd:2.4
755d873a005e720491dd963bb1f9c8a22dfa3debebb66bdeba9ce791bb0alde2f
httpd:2.4 =#0]0]X]2 apache 2t= 70|y o]20=2 widgteca A5y

$ docker run --name nginx nginx ; -d 2AL AFSIH foreground = ASHEICEH
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/

/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipv6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf

ctrl + ¢ 2% container 7} F4Eic},
Aeoly] &l
$ docker ps

CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS
NAMES

_’IO_



983430c106f2 nginx "/docker-entrypoint.---" 4 minutes ago Up 4 minutes
755d873a005e  httpd:2.4 “httpd-foreground" 4 minutes ago Up 4 minutes

$

TEHAY B A5 BE oY 22

$ docker ps -a

80/tcp nginx
80/tcp apache

STATUS

Exited (0) About a minute ago

CONTAINER ID IMAGE COMMAND CREATED
PORTS NAMES
287b8907d0dc  nginx "/docker-entrypoint.---" 3 minutes ago
nginx2
983430c10612 nginx "/docker-entrypoint.---" 5 minutes ago

80/tcp nginx

755d873a005e httpd:2.4 "httpd-foreground"” 6 minutes ago

80/tcp apache

$

Zefolife] Hago] Ay

$ docker exec apache hostname

755d873a005e

Maa FPolg AL AP Feod YR AYach
$ docker exec -it apache /bin/bash

(i: interactive, t: tty)

root@755d873a005e: /usr/local/apache2#

o] ¥log ATt exit

AolHE AE A M=

$ docker stop $(docker ps -q)
983430c106f2

755d873a005e

$ docker rm $(docker ps -aq)
287b8907d0dc

983430c1061f2

755d873a005e

$ docker run -d --name mydb mysql
5913234ccbat23cb13986eadb06d7cc0830d6ce832bdd901008f2c1cbadbeb8e
$ docker container ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
3fble2cfc7ce  alpine "/bin/sh" 31 minutes ago Up 31 minutes
61b534987e9a  alpine "/bin/sh" 38 minutes ago Up 35 minutes

14345f742¢58  alpine "/bin/sh" 4 hours ago Up 4 hours
$ docker container ps -a
CONTAINER ID IMAGE COMMAND

PORTS NAMES

_’I‘I_

PORTS
tmpfsO1
tmpfs00
alpine

CREATED

Up 5 minutes

Up 6 minutes

NAMES

STATUS



5913234ccbaf mysql
mydb

3fble2cfc7ce alpine

tmpfsO1

61b534987e9a alpine
tmpfs00

8595ebfcactb alpine

alpine3

03db57d24a9a alpine

alpine2

e1851171d89d alpine

elated_carver

9a4db2419413 alpine

gifted_blackburn

0fe216434b65 alpine

sad_blackwell

190f9a7¢b588 alpine

gracious_perlman

acbfbdeeal’c centos:7

centos’

ea8063a450d7 alpine

hardcore_wilson

14345£742¢58 alpine

alpine

$ docker logs mydb

"docker-entrypoint.s---"

"/bin/sh"

"/bin/sh"

"/bin/sh"

"/bin/sh"

"14345f742c58

"14345f742c58"

"/bin/sh"

"/bin/sh"

"/bin/bash"

"/bin/sh"

"/bin/sh"

12 seconds ago

31 minutes ago

38 minutes ago

2 hours ago

2 hours ago

/bin/sh" 4  hours

4 hours ago

4 hours ago

4 hours ago

4 hours ago

4 hours ago

4 hours ago

Exited (1) 9 seconds ago

Up 31 minutes

Up 35 minutes

Exited (0) 2 hours ago

Exited (0) 2 hours ago

ago Created

Created

Exited (0) 4 hours ago

Exited (126) 4 hours ago

Exited (0) 4 hours ago

Exited (0) 4 hours ago

Up 4 hours

2023-09-01 08:22:13+00:00 [Note] [Entrypoint]: Entrypoint script for MySQL Server 8.0.34-1.el8 started.
2023-09-01 08:22:13+00:00 [Note] [Entrypoint]: Switching to dedicated user 'mysql'

2023-09-01 08:22:13+00:00 [Note] [Entrypoint]: Entrypoint script for MySQL Server 8.0.34-1.el8 started.
2023-09-01 08:22:14+00:00 [ERROR] [Entrypoint]: Database is uninitialized and password option is not

specified

You need to specify one of the following as an environment variable:
- MYSQL_ROOT_PASSWORD

- MYSQL_ALLOW_EMPTY_PASSWORD
- MYSQL_RANDOM_ROOT_PASSWORD

$ docker run -d --name mydb --env MYSQL_ROOT_PASSWORD=mypass mysql

0e97a7cbdc47b73e3649fcdOcc6160be215e1fab8f053a4b47b8b39d1988a6bbe

$ docker ps
CONTAINER ID
NAMES
0e97a7cbdca7
33060/tcp

IMAGE

mysql
mydb

COMMAND

"docker-entrypoint.s---"

CREATED

3 seconds ago

_12_

Up 3 seconds

STATUS PORTS

3306/tcp,



docker volume (https://docs.docker.com/storage/volumes/)

; Thin R/W layer 1 «—— Container layer

91e54dfb1179

d74508fb6632 1.895 KB

>— Image layers (R/0)
c22013c84729 194.5 KB

d3alf33e8a5a 188.1 MB

ubuntu:15.04

Container
(based on ubuntu:15.04 image)

docker layer = read only o]OjX|o|B & 47Ao| E|A] 9=}, ZAg|o|{7} AlSHo]E]H container layer 7}
read write layer 2 AjAjo] =t 2 IHo]E Y 42A5[loFet Tjo]E|+ container layer oA o]&o]Xic},

thin Wlo|o2 MBS Worgs k.

$ docker run --name alpine? -it -v /myvolume alpine

/ # df -h /myvolume

Filesystem Size Used Available Use% Mounted on
/dev/sdal 40.0G 10.1G 29.9G 25% /myvolume

$ docker container inspect alpine? |grep -A 11 Mounts
"Mounts": [

{

"Type": "volume",

"Name": "94531daaaa870005d749fdecb6a072550dbf4a2800f50154b4b3e84a86a2e589",

" S o u r c e "
"/var/lib/docker/volumes/94531daaaa870005d 749fdecb6a072550dbf4a2800f50154b4b3e84a86a2¢589/ _data",

"Destination”: "/myvolume”,

"Driver": "local",

"Mode": ™,

"RW": true,

"Propagation”:

_13_



$ docker volume create sample
$ docker volume ls

DRIVER VOLUME NAME

local sample

$ docker volume inspect sample

[

"CreatedAt": "2023-09-01T06:17:12Z",

"Driver": "local",

"Labels" null,

"Mountpoint": "/var/lib/docker/volumes/sample/_data",
“Name": "sample",

"Options™: null,

non

"Scope": "local"

|

$ docker container run -it --name alpine3 -v sample:/mydata alpine

/ # df -h /mydata

Filesystem Size Used Available Use% Mounted on
/dev/sdal 40.0G 10.1G 29.9G 25% /mydata

/ # mount |grep mydata

/dev/sdal on /mydata type xfs (rw,seclabel,relatime,attr?2,inode64,noquota)
/ # exit

$ sudo find / -name sample

/var/lib/docker/volumes/sample

$ sudo ls /var/lib/docker/volumes/sample

_data

$ sudo ls /var/lib/docker/volumes/sample/_data
test.txt

_14_



docker network

container 1 container 2 container 3
eth0 eth0 eth0

7p ) 7
@ U V

veth veth veth

docker0 bridge

ﬁ ip masqurade

http://host ip:8080 @ host post 2080 <--> container 1 port 80

-> container port 80 2 {7l M&

etho

)
v

olg HEZ3
$ docker network ls

b26884f09fc8 bridge bridge local
ad5d0190d3ed host host local
6b449bfb4118 none null local

ArgAIA Q] BaR]

$ docker network create --driver=bridge mybridge

$ docker network inspect mybridge

$ docker run -d --name mybridge_container --network=mybridge httpd:2.4

$ docker ps
2ed271a33096 httpd:2.4 "httpd-foreground" 2  seconds ago Up 2seconds  80/tcp
mybridge_container?

$ docker network mybridge

$ docker network inspect mybridge

$ docker network disconnect mybridge mybridge_container
$ docker network inspect mybridge

$ docker network connect mybridge mybridge_container

$ docker network inspect mybridge

_’|5_



AFEAE 7ol BEjAlE AEE ip HiY S Hste diFez AFE = o

$ docker network create --driver bridge --subnet 172.30.0.0/16 --ip-range 172.30.0.0/24 --gateway
172.30.0.1 newbridge

4£7277c15¢c28ce155¢17702c6db357dad2fbbal69c4c7502005a589e3d069beb4

$ docker network ls

NETWORK ID NAME DRIVER SCOPE
db171c735f86 bridge bridge local
ad5d0190d3ed host host local
3d015af08a38 mybridge bridge local
4f727c15¢c28¢c newbridge bridge local
6b449bfb4118 none null local

$ ip a show : AMAL 29 HEJX] A/ ip address &l

$ brctl show @ AREA} 7Je] He2]x] &hRI( . bridge-utils 7} AX]E]o] Qlojof gir})

bridge name bridge id STP enabled interfaces

br-3d015af08a38 8000.02423d4eabbb no veth1c54519

br-4{727c¢15c28c 8000.0242abab2808 no

docker0 8000.0242da27e8af no veth5c0dedc
veth6f73827
vethf8de259

$ docker network inspect newbridge

[

"“Name": "newbridge",
"Id": "4f727c15¢c28cel55¢17702¢c6db357dad2fbbal69c4c7502005a589e3d069beb4”,
"Created": "2020-11-11T02:53:10.532181127+09:00",

"Scope": "local",
"Driver": "bridge",
"EnablelPv6": false,
"IPAM": {
"Driver": "default",
"Options": {},
"Config": |
{
“"Subnet": "172.30.0.0/16",
“[PRange": "172.30.0.0/24",

"Gateway": "172.30.0.1"
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"Internal™: false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ™

"ConfigOnly": false,
"Containers": {},
"Options": {},
"Labels": {}

$ docker run -d -it --network newbridge --name love_apache? httpd:2.4
ef3942202f48ca%9a4e812b9e995ef90758d3e3aa807b47a3b108e7667b34bae7

# docker ps

CONTAINER 1D IMAGE COMMAND
PORTS NAMES

ef394220248 httpd:2.4 "httpd-foreground"

80/tcp love_apache?

2ed271a33096 httpd:2.4 "httpd-foreground"”

80/tcp mybridge_container2

# docker network inspect newbridge

[

"“Name": "newbridge",

"Id": "4f727c15c28cel55¢17702¢c6db357dad2fbbal69c4c7502005a589e3d069beb4”,

"Created" "2020-11-11T02:53:10.532181127+09:00",

"Scope": "local",
“Driver": "bridge",
"EnablelPv6": false,
"IPAM": {

"Driver": "default",

"Options": {},

_’|7_

CREATED

5 seconds ago

16 minutes ago

STATUS

Up 4 seconds

Up 16 minutes



"Config": |

{
"Subnet": "172.30.0.0/16",
"[PRange": "172.30.0.0/24",
"Gateway": "172.30.0.1"

}

"Internal": false,
"Attachable": false,
"Ingress": false,

"ConfigFrom": {
”Ne‘twor‘k”: "

"ConfigOnly": false,
"Containers™ {
"ef3942202f48ca9a4e812b9e995ef90758d3e3aa807b47a3b108e7667b34bae7": {
"“Name": "love_apache?2",
"EndpointID": "c3ff3842aebf302f5b189848643034c21b579f363996daad5360c4d06cacc077",
"MacAddress": "02:42:ac:1e:00:02",
"[Pv4Address"™: "172.30.0.2/16",
"[Pv6Address": "

5,
"Options": {},
"Labels": {}

host network

# docker network create --driver host myhost

Error response from daemon: only one instance of "host" network is allowed
<-- host network £ 3H7|jgt 5] &=c}
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#

# docker network inspect host

“Name": "host",

"I[d": "ad5d0190d3ed714804a980ebadf9d60dd481dadb04744cccccd3513db9399133",
"Created": "2020-11-10T23:33:45.172157421+09:00",
"Scope™ "local",
"Driver": "host",
"EnablelPv6": false,
"IPAM": {
"Driver": "default",
"Options": null,
"Config": []
|3
"Internal”: false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ™
|3
"ConfigOnly": false,
"Containers": {
"54715eb8370e5399a27bdd5ed73a50616ef6 1fefe344771a56fc2a2d8b8ceab9": {

"Name": "host_network",

"EndpointID": "1bed7ad398577653c389fad2b0eed44eab0adab796db537f32f71fca2db4d676",
"MacAddress": ",

"[Pv4Address": ",

"[Pv6Address": "

5,
"Options": {},
"Labels": {}

-

=> contaner ° Y EY 3 73} hostname , 22|11 /Jetc/hosts Tt o] host HAIAAA 3} 7).

none network
- YEYI S A}835HX] 9o nic = Qi) lo

$ docker network inspect none

2
pAS)
o
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“Name": "none",
"Id": "6b449bfb41189d5d25bf763a5d0602bfa2db57381fealble7e7839e25e808437",
"Created": "2020-11-10T23:33:45.12051045+09:00",

"Scope™ "local",
"Driver": "null",
"EnablelPv6": false,
"IPAM": {
"Driver": "default",
"Options": null,
"Config": []
|3
"Internal”: false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ™
|3
"ConfigOnly": false,
"Containers": {},
"Options": {},
"Labels": {}

]
$
$ docker run -it --name none_network? --net=none centos:latest
[root@4d65c62aff3a /1$ ip a show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_lft forever
[root@4d65c62aff3a /]$

network driver EtJ0] none o|# ZiHo|1{o]| nic 7} Ado] EA] ¢tonz2 HEoUUoA YEYIE

g 2 ik
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E7{0]u]x] vh57]

1. ZAgoly 2 ¥ H T oJu]x] gtE7]

ex)

MANE T

fs

docker container commit [ZA] ZAglojy AlEX} [o]n]X|[: B 1H]]

docker container comit [ -a "hong kildong<kildong@mail.com>] " test_container [kildong/]test_image[:1.0]
ZAglojH Aajs

7o]0]x]9] g} glo]e = docker image inspect &
docker container

sholgs 9let
4%l BE22 docker container diff 3o 2 &Q15t4 Qlct.
diff containero]|&
2. ZAEO]U 2 tar BA2 52
$ docker container export httpd > httpd.tar
tar -tf httpd.tar ggo] =2 =9l

tar Y2 HE docker image A8

3. docker image save

- docker image & tar ¥ =2 A

A}
ex)

o

$ cat httpd.tar | docker image import - [kildong/]test_image[:1.0]

docker image save [&A] AAtm}

97

[=70]0]A]]

$ docker image save -o nginx.tar nginx

ex)

AAE docker 9 tar A2 EEdocker image 210]50]7]
docker image load [24]

$ docker image load -i nginx.tar

_21_



- Dockerfile &9 o] -

https://docs.docker.com/engine/reference/builder/

RUN 2]=A Bao] : docker image 7} §HEojA o AJA =

RUN apt-get install -y nginx

RUN ["/bin/bash","-c","apt-get install -y nginx"| <= json array &2l

RUN apt-get install -y nginx <= - exec 34! /bin/sh -c 'apt-get install -y nginx' =

CMD Y3 o]+ Dockerfile oA gHH

CMD [”nginx” n gl' l'daemon Off |]
CMD nginx -g 'daemon off;'

ENTRYPOINT
- docker container run H3H<
- Dockerfileo| 4] StHTF AL87}H5

ENTRYPOINT ['nginx","-g","daemon off;"]
ENTRYPOINT nginx -g 'daemon off;'

CMD E ENTRYPOINT &} Zo] Arg

HEE 42 ApgEt
ENTRYPOINT ["top"]

CMD [”—d”y”5”:|

ONBUILD

- ONBUILD & A}835}lo] Ut5o]xl T 7{o|u]X] S o] A o|ujX]|2 Al2dfA] ©ES
Dockerfile.base

FROM ubuntu:18.04

RUN apt-get -y update

RUN apt-get -y install nginx

EXPOSE 80

ONBUILD ADD website.tar /var/www/html

CMD ['nginx", "-g", "daemon off;"]

o] m}dL Wl g ADD website.tar /var/www/html B3-S 71U%E 1 ASESIHC]

_22_
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$ docker run -t nginx_base:latest -f Dockerfile.base .

o] Yol we Auz YA oMY =oujxlE ALgsIA WEsH
cat Dockerfile

FROM nginx_base:latest

$ docker build --tag mynginx .
o]t website.tar /var/www/html B3 o] ASH=EIC}

ADD

ADD test.txt /tmp
ADD dl1/ ./test

ADD = tar of7po]HE =7{o|ulx] W2 =AY tar of7to]B7b ZA AgHT
COPY = tar of7fo]BE ZX| 9tv Itz T7o|u]A] Yz EAL

WORKDIR
- @A) AYED A
WORKDIR /tmp

USER AHEAFY/UID
USER kildong : <= kildong #A|7do] n]a] A/d=|o] Qlojof st}
RUN ['whoami"] <= kildong #+Afto] &4

LABEL - =7 oJu]X]of] HAGE, AR, FATHE St 22 JEBE A5ttt
LABEL maintainer "lee<lee@naver.com>"

LABEL title="webserver"

LABEL description="This image is for test"

EXPOSE T EWHS

- container port i35 dax= o

g

ARG
- Dockerfile QtofjA] ¥4 AR
- ENV ¢} t}27 ARG & AAst ¥ Dockerfile QAT AFR 7S

AGR myname="kildong"
RUN echo $myname

SHELL ["shell®] 72" "ole}o]g]"]

SHELL ["/bin/csh","-C"]
RUN echo hello

_23_



COPY
- 3AE0 HUg EAoluR] YRR it
COPY sAEmz2 wrolujAlse] Hu7z2

VOLUME
- Z7olux|o] BT
VOLUME ["0F2-E| ZOIE]]

- sAEL 39 GEH0REH B ouE njeE

FROM scratch
COPY hello /
CMD ["/hello"]

« hello vlo]q2] MU FAeto|uajal2 o] 5|4 AntAg wy
$ gee -static -o hello hello.c
$ 1dd hello
not a dynamic executable
$ file hello
hello: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux), statically linked, for GNU/Linux 2.6.32,
BuildID[shal]=5c81a74883cffb5al16d1ed99d 1d593f12{49d 100, not stripped

|1

* static 402 Ao 517] YsliA= glibc-static 7| X7} AR E]o] Qlojof STy,
$ sudo yum -y install glibc-static

SAlzlo|ne] YA02 AAY hello
FROM scratch

COPY src/lib64 /lib64

COPY hello /

CMD ["/hello"]

* sample file
#include <stdio.h>
int main()
{
print("Hello Docker Container \n");

return 0;

* hello vjo|qeg] MU A z2to|Be|e]|E o] &oljA Hopds o
$ gce -o hello hello.c
$ 1dd hello
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linux-vdso.so.l => (0x00007ffd6babf000) -> 7149 =6 2tolBad], AlA| mdo] opd.
libc.so.6 => /lib64/libc.so.6 (0x00007fde829d1000)
/1ib64/1d-linux-x86-64.s0.2 (0x00007fde82d9f000)

$ file hello
hello: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked (uses shared libs), for
GNU/Linux 2.6.32, BuildID[shal]=f3e22bbe81f48289a03ac5a9f3ace9ea00591306, not stripped

multi-stage build
https://docs.docker.com/develop/develop-images/multistage-build/

Dockerfile samplel.

FROM ubuntu:18.04

RUN apt-get update

RUN apt-get install -y gcc
COPY src/hello.c /tmp
WORKDIR /tmp

RUN gcc -o hello-world hello.c
CMD ["/tmp/hello-world"]

Dockerfile sample?.

FROM ubuntu:18.04 AS build-image
RUN apt-get update

RUN apt-get install -y gcc

COPY src/hello.c /tmp

WORKDIR /tmp

RUN gcc -o hello-world hello.c

FROM ubuntu:18.04
COPY --from=build-image /tmp/hello-world .
CMD ["./hello-world"]

public docker registry(hub.docker.com) login

$ docker login

Login with your Docker ID to push and pull images from Docker Hub. If you don't have a Docker ID,
head over to https://hub.docker.com to create one.

Username: kildong

Password:

WARNING! Your password will be stored unencrypted in /home/vagrant/.docker/config.json.

Configure a credential helper to remove this warning. See
https://docs.docker.com/engine/reference/commandline/login/#credentials-store
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$ cat .docker/config.json

"auths": {
"https://index.docker.io/v1/": {
"auth": "dHdvc2V2zw4xNDz40mZpbmVGaW5sl0Tk="

$ docker logout <= logout 3tH AFAZSH A H 7L AMA|E T
Removing login credentials for https://index.docker.io/v1/
[vagrant@serverx ~|$ cat .docker/config.json

{
"auths": {}
private docker registry.
1. registry server o] docker AX]
$ sudo hostnamect] set-hostname registry.example.com

docker 7} Ax|Qtefof glom WA docker FE X

LBE0] AL => https://docs.docker.com/engine/install/ubuntu/

centos Q1 3L => htips://docs.docker.com/engine/install/centos/
2. root Egtoz HA
$ sudo -s FE= sudo -i

3. docker service start
#systemcl start docker

4. docker registry oJujx] 22 &
-> docker pull registry:latest

5. registry container 415§
-> docker run -d --name registry -p 5000:5000 --restart=always registry

* —-restart=always + Z1g|o|q7} S HEH ThA] Asistr] 9ot g4
--restart=always=2 A1 Q= ZAHO|HE FHA|7]7] HollA=

sudo docker update --restart=no ZI1g|o]4 o]|& T} ZTA|Z|H =}

_26_



docker registry o] docker image push

docker 7} AR|HT}2JH| oA HAE.
tag A PA

docker tag o]O]Xx]o]E:tag docker registry url/o]0]X]o]&tag

* docker registry o ANA Foff 72X 02 HOIAZA(https)2 AH&sHA HCt.
15 MR glo] A&sH7]1YshAl = oA v ZA A7 mdS Zeto]AEA THEH

H|H9Kinsecure) FHR|2EZ F7}

-> vi /etc/docker/daemon.json

{"insecure-registries": ['registry.example.com:5000"] }

AAMAS docker daemon restart S sfjof sttt => sudo systemctl restart docker
# systemctl] restart docker

- docker image upload

# docker tag hello-world registry.example.com:5000/hello-world
# docker images

# docker push registry.example.com:5000/hello-world

gto]
— -

curl -X GET http://registry.example.com:5000/v2/ _catalog

* tag version A BVIX] &0l5t= WH2

ex)

curl -X GET http://registry.example.com:5000/v2/lee/myhttpd/tags/list
{'name":"lee/myhttpd", "tags":["1.0"]}

yaml syntax

- Aol Al f2a Ate A= JiEE dlolH A

- XML o]t} JSON ur} 917] 4
- AEPER Hol k. ¥2 AT B

yaml £A] AR o= 2 ARG AerEs ok,
yaml 249 L . 02 Tuch BE AP,

- K}\-]o'# og /\]x]-—a‘-_q
- J1gAtege gAE 9 gMURIEIANE BY
- YJAEYL 5lo|=(-) 02 A& Slo]=CAl T
- S 7|E dASH 7HA 07 sfjof sith S0 7]

R

|

55 AFgsle Het
Z17o] 9x| ghowl ojeir} WAISTE

T
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- Eoj#7]= HE 27HS Wo| Apgsirt
- dAqyg]lE key: value 2 B3sICH Z 25 o= B & 1718 T8}
- yaml Ttd& AAE yaml £= yml ARESHoH

- yaml TAoA S R(ESTEA)S Sojxslz pEdc

yaml ¥ sample

# A list of tasty fruits
- Apple

- Orange

- Strawberry

- Mango

olr

=> ["Apple","Orange","StrawBerry","Mango"] & &#37}
# An employee record
martin:
name: Martin D'vloper
job: Developer
skill: Elite
=> {"martin": {'name": "Martin D'vloper","job": "Developer”,"skill": "Eilte"}}
# Employee records
- martin:
name: Martin D'vloper
job: Developer
skills:
- python
- perl
- java
- cane:
name: Tabitha Bitumen
job: Developer
skills:
- php
-C

S'perl","java"]},"cane™: {'name":

"Developer”,"skills": ["python

=> {"'martin™ {'name": "Martin D'vloper","job"

Tabitha Bitumen","job": "Developer","skills": ["php","c"[}}
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docker compose

docker-compose.yaml samplel
version: '3.8" # <= version2 G o]A} A}LEA] U=r},
services:
myapache: # <= container o]|=(AlA] o]&& directoryl-myapache-1 o]Elt})
image: httpd:2.4 #
ports:
- "9000:80" # port forwarding A%
mydb: # <= container O]E(AA] o]&L& directoryd-mydb-1 o] E})
image: mysqgl:5.5
ports:
- "9001:3306" # mysql database ©] OJZE®¥ S = 3306 o|c}. portforwarding A&
environment: # $73WS AXS Q5 key
- MYSQL_ROOT_PASSWORD=mypass
- MYSQL_USER=myuser # YYIAI2-A} myuser 7} A=}
- MYSQL_PASSWORD-=userpass # myuser 9] &35
- MYSQL_DATABASE=mydb # mydb & AlEH
volumes:
- /var/dbdata:/var/lib/mysql # do]EjHo|A L EFA
« o2 AlRetE Aot olelNY sw =t

o

$ docker run -d --name=mydb -p 9001:3306 --env MYSQL_ROOT_PASSWORD=mypass --env
MYSQL_USER=myuser --env MYSQL_PASSWORD=userpass --env MYSQL_DATABASE=mydb -V

/var/dbdata:/var/lib/mysqgl mysql:5.5
$ docker run -d --name myapache -p 9000:80 --link mydb:mysql5 httpd:2.4

$ docker exec -it myapache cat /etc/hosts (link 248 AF851H o2& hosts oY
127.0.0.1 localhost

| localhost ip6-localhost ip6-loopback

fe00::0 ipb-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

172.17.0.2 mysql5 7635bclcdbf7 mydb

172.17.0.3 7bcdeOae296b
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)

(foreground = Al3H)
(background = AI8Y) -d

docker compose up -f

n}oly
oly
o

)

docker compose up -f I

ex)

[vagrant@serverl new]$ docker compose -f docker-compose.yaml up -d

[vagrant@serverl new]$

* -f M3 TpAdHE MEFSHH docker-comose.yaml(E+= docker-compose.yml) 2 ol XrxsHC}

docker-compose.yaml o|A].
networks:
webapps:
driver: bridge
ipam:
config:
- subnet: 172.30.0.0/16

services:
myapache:
image: httpd:2.4
ports:
- "9000:80"
networks:
webapps:
ipv4_address: 172.30.0.10

# links: (deprecated)
# - mydb:db

depends_on:
- mydb
mydb:
image: mysql:5.7
ports:
- "9001:3306"
networks:
webapps:
ipv4_address: 172.30.0.11
environment:
- MYSQL_ROOT_PASSWORD=mypass
- MYSQL_USER=userl
- MYSQL_PASSWORD=userpass
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- MYSQL_DATABASE=userdb
volumes:
- /var/dbfiles:/var/lib/mysql

* depends on:

- mydb
=> ofmtx] ZAgoly Aegst7|Ho] myapache container Ae5H7|H0] mydb ZIH|o|HS HA Ae¥ict.
24} healthcheck & SHA] ¢¥e8 g mydb XiEo|urt hadui7tx] 7|g2jAl= 47]dZo] mydb As§o] &gk
7]1X0] myapache container 7} WA Alsietg = olct.
healthcheck 2A-& stH EHIEA] AAE 0] 9l ZAHo]U 7} unhealthy AtEjo]®H 1t} container 7} Aldio] &
x] o=

«. healthchek 2 A ofefop e Hxdo] = asicy
depends_on:
mydb:

condition: "service_healthy
J12]al giopefof] thZ RS F7t
healthcheck:
test: ["CMD","mysqladmin","ping","-u","root","
interval: bs : 5&X7FA 02 mysqgladmin Ho] AlSH
timeout: bs : W3 o] ASES SF8 HFx=ot 7ot}
retries: 2 : unhealthy2 7t
start_period 5s : ZIgo|{ Adis A &

-pmypass","-h","localhost"]

17

4%
% o
N
jgﬂ.l

* mysqladmin YFol2 mysql server 7} F&7h53F FEIQIAIS offAd &EIgSs ot
[vagrant@serverl new]$ docker exec -it new-mydb-1 fbin/bash
bash-4.2# mysqladmin ping -u root -pmypass -h localhest

mysqladmin: [Warning] Using a password on the command line interface can be insecure.
mysqld is alive
bash-4.2# ||

*. docker compose HHo]lZ container AMA|= ol X &

[vagrant@serverl new]$ docker compose stop

[vagrant@serverl new]$ docker compose rm
? Going to remove new-myapche-1, new-mydb-1 Y
[+] Running 2/@

[vagrant@serverl new]$ I
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docker-compose.yaml oA
networks:
webapps:
driver: bridge
ipam: # ip address management
config:
- subnet: 172.30.0.0/16

services:
myapche:

image: httpd:2.4

ports:

- "9000:80"

networks:

webapps:
ipv4_address: 172.30.0.10

# links: (deprecated)
# - mydb:db

depends_on:
mydb:
condition: "service_healthy"
mydb:
image: mysql:5.7
ports:
- "9001:3306"
networks:
webapps:
ipv4_address: 172.30.0.11
environment:
- MYSQL_ROOT_PASSWORD=mypass
- MYSQL_USER=userl
- MYSQL_PASSWORD=userpass
- MYSQL_DATABASE=userdb
volumes:
- /var/dbfiles:/var/lib/mysql
healthcheck:

test: ["CMD","mysqladmin”,"ping","-u","root",

interval: 5s
timeout: 5s
retries: 2
start_period: 5s

-pmypass","-h","localhost"]
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- docker composeE &£3[A] web application BjZ5}7] A&
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